Security in physical and application layers have been always thought of as a complementary paradigm. In this paper, we argue that potential cooperation between physical and application layers provides several advantages and unique features that are not available in each paradigm by itself. The problem of exchanging confidential messages between nodes, A and B, in the presence of an active adversary, E, over an insecure MIMO channel is considered. We introduce a double layer spatial signature modulation (SSM) in which the transmitted information is conveyed into the spatial signature of the transmitting antenna array observed by the intended receiver. Meanwhile, any other eavesdropper does not share the same bearing angle of the legitimate receiver obtains infinitesimally small amount of information. Further, to establish a secure link, A and B are required to share a secret common information prior to communication while keeping E ignorant about it. To that end, we introduce a novel physical layer assisted secret key agreement (SKA) protocol that leverages the cooperation between physical and application layer security. Angle of Arrival (AoA) and Angle of Departure (AoD) are physical layer parameters that can be exploited not only for their well performance at low SNR, but also for their contextual meaning that provides security advantages. In the proposed SKA protocol, AoA is explored as a physical mean for message source authentication, meanwhile, AoD is used as a common source of randomness in a smart signal processing approach to generate secret key bits without any extra communication overhead. We show that E can be kept ignorant about the generated key bit stream conditioned on its physical location. This work introduces the notion of physical hardness to an adversary pursuing either active or passive strategy. After establishing a secret common information, we show that the continuous use of AoA as a mean for message source authenticity provides a considerable advantage against active adversary during the message exchange phase. Extending the proposed scheme to a mobile communication environment is also provided. Finally, quantitative analysis for the security gain due to the potential cooperation between physical and application layer security is developed..
I. INTRODUCTION
Security issues of wireless communication networks is of a great importance due to the vulnerability caused by the untethered nature of the open wireless medium. The use of physical layer properties for message confidentiality has attracted a lot of researchers since the evolution of the definition of the wiretap channel introduced by Wyner [1, 2] and the consequent work of Maurer [3, 4] . However, the proof of existence of secrecy capacity achieving codes was based on nonconstructive random coding arguments. Therefore, extensive researches have been made aiming to define secrecy capacity and achieving code construction, see for example [5, 6, 7] . On the other hand, MIMO technology is embraced as one of the key technologies for fulfilling the drastic increase in throughput demands of future communication systems. In addition to signal diversity and/or spatial multiplexing capabilities offered by MIMO, it inherits many other features that contribute to communication security. The secrecy capacity of MIMO wiretap channel was derived in [8, 9, 10] . A key consideration in the MIMO wiretap channel is the amount of information available about the eavesdropper. In principle, to be able to determine the secrecy capacity of MIMO wiretap channel, either full eavesdropper's channel state information (CSI) or its distribution is required. When no information is available about the eavesdropper, the secrecy rate optimization problem is illposed, and hence secrecy capacity can not be determined. Other security metric are used therefore to assess security performance; e.g. secrecy outage performance for MISO wiretap channel with partial side information was evaluated in [11] , whereas it was considered in [12] for the MIMO wiretap channels with multiple jamming signals.
In practical scenarios, this information is very hard to acquire especially when dealing with strictly passive eavesdroppers. In this work, we opt ourselves to more practical scenario where there is only a limited evident information about the possible eavesdropper. In particular, we consider the scenario in which the eavesdropper has a limited access to geographic area of the communication environment, i.e. it may exist, if any, only in a subarea of the communication field. This assumption is well adopted with many real world communication scenarios. For example in naval tactical communications, eavesdroppers are unlikely to lie within the troops.
Based on the knowledge level available about the eavesdropper, several approaches have been considered in the context of MIMO wiretap channel aiming to come up with secrecy capacity, if characterized, achieving scheme or, at least, to minimize the secrecy outage probability. The use of artificial noise (AN) [13] , which was adapted to a more practical settings with M-QAM alphabet in [14] , is considered even for the case where eavesdropper CSI is available. Assuming more transmitter antenna elements than those at the intended recipient in [15] , the AN scheme was redesigned as a one-time pad secret key aligned within the null space of the transmitter to legitimate receiver channel. The results therein assumed only statistical information about eavesdropper channel. When no CSI information about the eavesdropper, transmit antenna selection (TAS) was proposed to enhance physical layer security in MIMO wiretap channels [16, 17] . While, with perfect CSI about both intended receiver and eavesdropper, beamforming toward the intended receiver is shown to be optimal in [18] . Apart from the aforementioned approaches, another line of research concerning the situation where no eavesdropper CSI available is the directional modulation (DM) which was firstly introduced in [19] . The term DM refers to the use of the antenna beam pattern to create the transmitted signal magnitude and phase only in the direction of the intended receiver. Different from conventional beamforming which is designed to provide directional power scaling independent to the transmitted signal, DM use the transmitted signal itself together with the channel matrix to the intended receiver to generate the beamformer. The beamformer is then transmitted through the channel, consequently, the original transmitter signal is reconstructed only at the intended receiver. Several advances are made in the design of DM for enhanced security in MIMO wiretap channel, see for example [20, 21] .
In its general form, coding for the wiretap channel uses a double layer sequence of wiretap codes, inner and outer codes. The inner layer ensures that the transmitted message can be reliably decoded by the legitimate receiver, and the outer layer guarantees that the message is kept secret from the eavesdropper. Following the same convention, in this work, contrary to the state of the art directional modulation schemes, we introduce a double layer spatial signature modulation (SSM). Similar to the DM, SSM convey the information into the spatial signature of the transmitting antenna observed by the intended receiver whereas any other eavesdropper does not share the same bearing angle of the legitimate receiver obtains infinitesimally small amount of information. Meanwhile, the major difference between SSM and DM lies in the former dual layer construction. The inner layer ensure that the transmitter spatial signature can be demodulated reliably at the legitimate receiver. Whereas, the outer layer is designed from multiple random spatial signature in order to assure confusion at the eavesdropper.
Building upon the introduced SSM, we introduce a novel joint physical-application layer security scheme that leverages the cooperation between smart signal processing techniques at the physical layer and computational security algorithms at the upper layers.We show that SK reconciliation from physical layer parameters can be established through the physical layer representation of the message exchange of the upper security layers. Thus, extracted SK bits come without any extra communication overhead. We also show that, the joint work between physical layer and upper security layers provides considerable security advantage gained from the contextual meaning of physical layer parameters about the communication channel. The cooperation between physical and upper security layers introduces the notion of physical hardness to the attacker in top of the conventional computational hardness.
A. Related Work
The concept of DM was firstly introduced in [19] . Secure multiple-users transmission using Multi-Path DM was introduced in [22] , where the dispersive nature of the wireless channel is exploited to create a position-based secure communication link. Whereas in [23] , an orthogonal vector approach is proposed for the synthesis of multibeam DM transmitters. It was shown that this system has the capability of concurrently projecting independent data streams into different specified spatial directions, while simultaneously distorting signal constellations in all other directions. The authors also used SER simulation to show the advantage of the proposed approach. Meanwhile, the work in [24] proposed an iterative pattern synthesis approach for DM transmitter. This work was the first to offer discussion on constraining DM transmitter far-field radiation patterns so that energy is primarily concentrated in the spatial direction where low SER is to be achieved, while interference projected along other directions is reduced. Recently in [25] , the concept of DM via symbol level precoding is employed to enhance the security of multi-user MIMO wiretap channel with no eavesdropper CSI being available. Meanwhile, perfect CSI of the intended receiver is used to design the symbol level precoder while keeping the eavesdropper in a worse situation, eventhough it has perfect knowledge of main channel CSI. Precoder design was obtained by the solution of linearly constrained quadratic optimization problem using iterative algorithm and non-negative least squares. Also, necessary condition for the existence of optimal precoder for the proposed DM was derived. However, the effect of imperfect main channel CSI has not been addressed. Also, secrecy outage performance was not evaluated, rather, authors used different MIMO receiver structure to assess the ability of a possible eavesdropper to reliably demodulate the signal in terms of symbol error rate (SER).
The concept of using a common source of randomness between two communicating nodes to agree on a common secret information has been extensively studied in literature. In [26] , Maurer showed that any public key based SKA can be computationally secured rather it can not be unconditionally secured. Facing an active adversary with unlimited computational power, the proposed an information theoretic SKA from public discussion constitutes observing a sequence of realizations of correlated random variables over an insecure channel.
Later on Maurer's work, much attention has been paid to the exploitation of different common sources of randomness. By exploring its reciprocity, communication channel, which incorporates different parameters, has been exploited for secret key generation. A scheme for SKA based on received signal strength variation has been proposed in [27] . Moreover, SKA based on wireless fading channels based on channel gains quantization with guardband was introduced in [28] . In a relatively recent work [29] , Onur et. al. introduced a source model SKA that exploits the distance as well as angle between legitimate nodes as the observed common randomness. A substantial information theoretic security analysis was provided with an upper and lower bounds on the maximum achievable secret key rate. While the angle between nodes is considered as a source of common randomness, it has not been used as an authentication tool.
In [30] and the subsequent work [31] , secret key agreement protocol based on AoA estimation as a common source of randomness were proposed. The authors developed SKA protocol that can exploit either the Azimuth AoA to generate the secret key or both the Azimuth and Elevation angles to generate the secret key. While, it is true that AoA estimation performs well in low SNR which makes it a good candidate for SKA, the amount of information that an eavesdropper can learn about it was not considered. Assuming that the location of the legitimate nodes is known to the attacker, thus the attacker may know to a certain precision what AoA is expected at the receiver. In other words, attacker equivocation about the secret key has not been studied.
In all of these works, security analysis was developed based on information theoretic arguments that does not assume an adversary with limited computation power. However, none of these works provides a comprehensive solution that covers both SKA phase as well as the confidential message exchange phase.
B. Paper Contributions
We introduce a novel joint physical-application layer security scheme that leverage the cooperation between smart signal processing techniques at the physical layer and computational security algorithms at the upper layers.
We show that SK reconciliation from physical layer parameters can be established through the physical layer representation of the message exchange of the upper security layers. Thus, extracted SK bits comes without any extra communication overhead.
We show that the joint work between physical layer and upper security layers provides considerable security advantage gained from the contextual meaning of physical layer parameters about the communication channel. The cooperation between physical and upper security layers introduces the notion of physical hardness to the attacker in top of the conventional computational hardness. We show that the proposed SKA agreement achieves full equivocation for an eavesdropper conditioned on its physical location.
II-SYSTEM MODEL
In the rest of this paper, we use boldface uppercase letters for random vectors/matrices, uppercase letters for their realizations, bold face lowercase letters for deterministic vectors and lowercase letters for its elements. While, (.)* denotes conjugate of complex number, (.) † denotes conjugate transpose, I N denotes identity matrix of size N, tr(.) denotes matrix trace operator, var(.) denotes variance of random variable, det(.) denotes matrix determinant operator and 1 m x n denotes a m x n matrix of all 1's. 1), we consider the MIMO wiretap channel scenario in which a transmitter A with N t > 1 antennas amounts to transmit a confidential message massage to a receiver, B, having N r > 1 antennas over an insecure channel in the presence of an active adversary, E, equipped with N e > 1 antennas. Nodes A and B are not assumed to share any secret information a prior. We will assume the uniform linear array (ULA) antenna configuration, however, the obtained results apply directly to any other antenna configuration with straightforward
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Volume (1) 3-E knows channel realizations for both H e and H e , thus, it implicitly knows the bearing angle of B with respect to A. 4-In contrast to [15] , we do not assume any particular constraints on the array sizes at A, B or E.
B-Channel Model
Wireless MIMO channel with dominant LOS component is best described by the Rician fading model. In Rician fading model, the received signal can be decomposed into two components; one is the specular component originated from the LOS path and the other is the diffuse component due to ground reflections and scatters from neighboring vehicles and other objects in the environment, or generally the non-line of sight component (NLOS). The LOS component can be considered fixed while the NLOS component can be best described as a Rayleigh fading channel.
where H los and H nlos represents the LOS and NLOS components, respectively and where k is the Ricean factor that facilitates the contribution of the LOS component to the received signal, Ψ = a(θ)a † (ϕ), a(θ) and a(ϕ) are the antenna array spatial signature (steering vectors) at receiver and transmitter, respectively, θ and ϕ are the AoA and AoD of the transmitted signal, respectively, as shown in Fig. (1) . Note that, AoD, ϕ, represents the bearing angle of the receiver with respect to the transmitter antenna array, we assume it to be the only information available at A about B. Meanwhile, Ĥ~CN (0, I) represents the channel coefficients matrix for the NLOS signal component. For the ULA configuration, the entries of the steering vectors are given by where ʎ d and n are the wavelength of the center frequency of the transmitted signal, array elements spacing and size, respectively. We parametrize the contribution of the NLOS and LOS components to the signal with , respectively and choose µ 2 + 2σ 2 = 1 for simplicity. It worth mentioning that, AWGN and Rayleigh fading channels are in fact limiting cases of the Rician fading channel.
C-Eavesdropper Channel Constraint
In this section, we introduce our assumption about the eavesdropper channel. We introduce a different definition of channel degradation termed Location Degradation. By location degradation we mean the situation in which the eavesdropper is located away from the receiver location in the sense that which means that the eavesdropper is located at a bearing angle that is, at least, away from that of the legitimate receiver, see Fig. 1 .
D. Spatial Signature Modulation
In this section, we introduce AoD modulation as a new member of SM family for messages intended for a receiver with a known bearing angle in a LOS MIMO environment. The idea behind AoD modulation is to convey information into the spatial signature of the transmitter antenna array. We introduce the fact that, a transmitter with Nt antennas can arbitrary steer its antenna orientation vector in a sense that, its observed AoD at a certain receiver with known baring angle is recognized at the value intended by the transmitter. The following lemma states this fact formally: Lemma 1. Let A be a transmitter and let B be a receiver located in a location known to A. Let ϕab be the AoD of A's transmission observed at B. Let yab be the intended AoD required by A, then using the steering matrix with ß = arcsin(sin(yab)+sin(ϕab)) yields the required AoD. Moreover, the described AoD modulation comes with no transmit power cost. Proof. The first part of the lemma follows by direct substitution with the value of ß in Meanwhile, the second part of the lemma is found by observing that S † S = I n and the cyclic invariant property of matrix trace operator. Formally, tr(SXX † S † ) = tr(S † SXX † ) = tr(XX † ) and the proof is complete. The fact elaborated in lemma 1 suggests the use of AoD modulation as a mean for conveying information in the AoD observed at the intended receiver. However, it is not yet clear how beneficial is that sort of modulation from security perspective. Note that the steering matrix, S, in lemma 1, causes the antenna array to go through a uniform rotation as shown in Fig. 2 . Therefore, an eavesdropper can infer AoD observed at B from its own observed AoD ; namely, yae. In section III, we will make it clear how AoD modulation can be used to provide positive secrecy rate even if the main channel was degraded with respect to eavesdropper channel. 
Major Remark:
Note that, the mapping a † (ϕ)S → a † (y)is a special case of the generalized spatial signature modulation. That is, ULA spatial signature is mapped to another ULA spatial signature. However, this map can generalized to map ULA to any arbitrary spatial signature.
E. Basic Limits of AoD Estimation
The core of the proposed scheme is based on AoD estimation, therefor, we start by introducing the fundamental limits of AoD estimation. In estimation theory, the Cramer Rao Bound (CRB) sets an upper bound on any parameter estimation performance. In particular, it defines the lower bound of the best estimator variance in terms of the solution of the following problem:
To evaluate the CRB, we start by introducing where U incorporates all undesired interfering components of the received signal, 1 ≤ l ≤ L. Since the receiver objective is to jointly estimate the AoA and AoD of the LOS component, the NLOS diffuse component originated from gorund reflections or scatters from neighboring objects is also considered as an undesired signal. Note that U 100 ~ CN (0 n x 1 , R u ). Accordingly, the posterior distribution of the observation Y is given as follows:
which yields the following log-likelihood function Eq. 11
Further, It can be shown that, the CRBs of AoD estimation is given by where the dependence of a on ϕ was dropped for ease of notation. We note that, as ∞ → 1, only LOS component is present and Ru → σ 2 N I n . Note that, this result is in agreement with that derived in [32] . Also, one can show that (this was also discussed in [32] ) efficient estimator exists only asymptotically in the array size for any choice of X that satisfies the power constraint. Looking at the CRB of AoA estimation plotted in Fig. 3 as a function of the true value of AoA,we note that there are some physical interpretations to be made. Signal sources that are closer to the direction of the array axis, i.e. near −π /2 or π/2, experience much higher estimation error than those near the direction perpendicular to the array axis, i.e. near zero. Moreover, the Maximum Likelihood (ML) AoA estimator given by: 
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achieves the CRB with equality asymptotically in the large array size limit, where Furthermore, note that the regularity conditions required for the normality of the ML-AoA estimator holds for the considered model. Thus, in the limit of large sample, the ML-AoA estimator is distributed as a truncated 1 normal distribution by the central limit theorem with mean equals to the true AoA and variance equals to the CRB given in Eq. (12) ( 1 the truncation in the normal distribution is due to the finite support of the ML-AoA estimator. We limit the support θ to the interval [−π/2, π/2] due to the ULA antenna configuration, however, for 2-D antenna configuration with 360֯ resolution, the support of θ is extended to [−π, π]) . This can be formally expressed as follows:
where ɸ is the cumulative distribution function (CDF) of the standard normal distribution. The results obtained in this section will be useful in the subsequent analysis in the rest of this paper.
III-SPATIAL SIGNATURE MODULATION FOR MIMO WIRETAP CHANNEL
In section II-D, we have introduced AoD modulation as a special case of spatial signature modulation. The major idea therein was to convey the transmitter information into the spatial signature of its own antenna array. In this section, we give the design of the secure modulation scheme designed for the wiretap channel. In its general form, coding for the wiretap channel uses a double layer sequence of codes, inner and outer codes. The inner layer ensures that the transmitted message can be reliably decoded by the legitimate receiver, and the outer layer guarantees that the message is kept secret from the eavesdropper. Following the same convention , in this work, since we are addressing a modulation scheme, we introduce a double layer spatial signature modulation. The inner layer ensures that the transmitter spatial signature can be demodulated reliably at the legitimate receiver. Whereas, the outer layer is designed from multiple random spatial signature in order to assure confusion at the eavesdropper. We give a formal definition of the double layer SSM in the following definition: Definition 1: Double layer SSM: Let A be a transmitter with a randomly generated antenna orientation vector Oa, generated according to Lemma 1, kept secret from all other nodes and let B be a receiver located at a bearing angle known to A. And let E be an eavesdropper located in a different geographic location. Let ϕ) be the AoD of A's transmission at B after the virtual array rotation. Then, the double layer SSM is defined as follows: 1-Inner modulation: Inner modulation needs to satisfy:
2-Outer modulation: Outer modulation is designed as follows:
where ɸ is an orthogonal matrix in which a † (ø) lies in the same row in which a † (y) lies in are chosen uniformaly at random from (˗π, π) and is the row permutation operator.
We note that, ø can be easily generated by the element wise multiplication of elements of a † (ø) with the rows of Hadamard matrix. Also note that, II is unitary, thus, ɸ is also an orthogonal matrix which means ɸ-1 = ɸ † . Thus, no matrix inversion is needed.
Remark: It is important to note that, probability distribution of W is invariant under the permutation operation of the rows of ɸ and y. That is because the rows of ɸ are orthonormal and rows of Γ have the same distribution. Denoting the row index in which a † (ø) and a † (y) reside by , thus, formally we write This remark is of great importance for the sake of analysis of E's equivocation.
A-Demodulation at B
In this section, we describe demodulation of SSM at the legitimate receiver B. The LOS part of the signal received at B after SSM reads Note that, Eq. (21) is true for any permutation II for the underlying matrices ɸ and Γ. That is because a † (ø ab) and a † (yab) lies in the same row index for any permutation. Therefore, transmitter spatial signature can be demodulated at B by simply estimating AoD of the received signal according to Eq. 13. Here, the role of the inner modulation became quite obvious.
B-Demodulation at E
In this section, we describe demodulation of SSM at the eavesdropper E. The LOS part of the signal received at E after SSM reads
Eq. 22
Note that, by the constrain (5) on E's channel, we have . Thus, the problem of obtaining the transmitter spatial signature at the eavesdropper is no longer a simple AoD estimation problem as is the case for the legitimate receiver. Rather, the eavesdropper has to estimate transmitter spatial signature from the outer modulation scheme. In the next section, we shall give analysis for E's equivocation considering the outer modulation problem.
IV-SECURITY ANALYSIS OF DOUBLE LAYER SSM
In this section, we study the effect of the proposed double layer SSM on E's equivocation. As pointed out in the previous section, E has to extract the transmitter spatial signature from the outer modulation. To analyze E's equivocation, we start by introducing the posterior distribution of E's observation Note that, X and He are assumed to be known perfectly at the eavesdropper. Thus, it is only left with estimating the spatial signature a † (yab) from its observation. Note that, the posterior distribution of Z is independent on the row index i, in which the required signature resides. Therefore, The eavesdropper equivocation is lower bounded by its equivocation about the row index, formally where C in the capacity of the main channel. This fact leads to the following theorem: Theorem 1. The Spatial Signature Modulation described in section III achieves equivocation at any eavesdropper having He 2 H that is no less than min{log(Nt),C} with equality if and only if the matrix Γ is perfectly recovered from eavesdropper observation.
In fact, the lower bound given by theorem 1 is a loose lower bound. That is because, it does not consider the associated estimation error of Γ. In order to obtain a tighter lower bound, we need to obtain the minimum variance associated with any unbiased estimator (Z) assuming that an unbiased estimator exists.
V-JOINT PHYSICAL-APPLICATION LAYER SECURITY SCHEME
In this section, we introduce the proposed joint physical-application layer security scheme. To establish a secure link over an insecure channel, A and B are required to agree on a common secret information prior to exchange of confidential messages. Thus, we start this section by introducing the physical layer assisted SKA protocol. A protocol that uses physical layer parameters of the communication channel to turn the completely insecure channel into a physically conditioned secure one. This is done by interpreting the contextual meaning of physical layer parameters into meaningful information that can be used to discriminate legitimate nodes.
In the proposed SKA protocol, a conventional public key based SKA is used to agree on part of the SK. In the same instance, the AoA at the physical layer acts as a defense line against active adversary conditioned on its physical location. In top of the physical layer authentication provided by the AoA information, SSM is done by the transmitter, as explained in section III, is used to generate secret key bits from variations of AoD at the physical layer during the conventional public key based SKA message exchange. Details shall be provided in section VI-A, we will also show that the attacker is kept ignorant of the generated key stream conditioned on its physical location.
Confidential message exchange between A and B in the presence of an active adversary E usually comes with two major requirements: 1-Confidentiality of message contents against E. 2-Message source authenticity since E may be active.
Several cryptographic approaches were proposed to fulfill these requirements. However, in section VI-B we show that the continuous use of AoA information as a mean for message source authentication can be more beneficial. Moreover, AoA is a physical layer information that depend on the respective node locations, thus, node mobility is a major security challenge (as it always was). Therefore, the effect of mobility on the proposed security scheme is also considered.
Before we delve into details of the proposed security scheme, we introduce a useful fact from elementary navigation. In practical communication systems, geographic location are given in the form of GPS coordinates. To check the correspondence between these coordinates and the estimated AoA, the receiver needs first to turn it into bearing information. As shown in Fig. 4 , are the longitude and latitude coordinates of the transmitting and receiving nodes, respectively.
Then, the heading angle, h, measured from the true north of a plane wave emitted at and received at where:
Denoting the angle between the receiver antenna array axis to the true north by , then, the receiver can calculate the expected AoA, θ, of that particular transmitter as follows:
Further, in the physical layer, an estimate is formed according to Eq. (13) for the actual AoA of the received message. Using the estimate from the physical layer and the expected AoA arrival, θ a physical validation of the geographic location of a given node can be made. In the next sections, we describe the main components of the proposed joint security framework. First in section VI-A, a novel location aware secret key agreement protocol was adapted, which outputs a location dependent secret key by incorporating the AoA information provided by the physical layer. Then, in section VI-B, we illustrate how the AoA information can enhance the security in a static communication environment. Finally, in section VI-C, we show how the security framework proposed for a static environment can be extended to deal with the possible communication nodes mobility.
VI-FORMULATION OF AOA AUTHORIZATION AS A HYPOTHESIS TESTING PROBLEM
Assuming that the communicating nodes have a prior knowledge of their locations, the problem of deciding whether the received signal is originated from the legitimate physical direction, l, of a given node can be formulated as a two sided hypotheses testing problem as follows:
where Γ0 and Γ1 are the decision regions for H0 and H1, receptively, and are defined as follows:
Note that, the probability of misdetection, PMD, which is the probability of rejecting a true H1 hypothesis, will correspond to denying a transmission originated from the legitimate transmitter. Whereas, the false alarm probability of accepting a false H0 hypothesis will correspond to impersonation probability as access will be granted to an illegitimate transmitter.
Recalling the posterior distribution of the received signal given in Eq. 10, we observe that where . Among different hypothesis testing techniques like Likelihood Ratio (LR), Lagrange Multiplier (LM) or Score tests, the Wald test is the most convenient test for the considered hypothesis testing problem. That is due to the highly nonlinear relation between the observation, Y, and the composite parameter we test for, in our case. The Wald test statistics can be found as:
where, is the ML-AoA estimator given in Eq. 13 and is the decision threshold. As noted in section II-E, the CRB of AoA estimation is a function of the AoA as can be seen in Fig. 3 with the fact that angles near the array axis, -π/2 or π/2, experience much higher CRB than those close to zero. Thus, we can notice that the Wald test statistics accounts for that problem by incorporating the CRB to achieve an adaptive decision threshold. Recalling the distribution of the ML-AoA estimator given in Eq. 15, we define both the probability of detection and probability of false alarm as follows:
Note that under H1, we have distributed as given in Eq. 15 with mean equal to θl. Rather under H0, the mean value of is equal to the true AoA from which the signal is emitted, θt. Thus, one would expect a relatively high false alarm probability as the attacking node approaches in a close vicinity to the legitimate AoA, θl.
A-Joint Secret Key Agreement Protocol
Symmetric key cryptosystems require transmitting and receiving communication nodes to agree on a secret key prior to communication. The process of sharing the secret key is called Secret Key Agreement (SKA) which can be considered one of the fundamental problems in cryptography. In literature, several scenarios based on the assumptions about the attacker capabilities, computational power and proactive attitude of the attacker were considered. Public key based SKA protocols (Diffie-Hellman, RSA, Elgamal) are usually based on two assumptions about the attacker: 1-The attacker has a limited computational power. 2-The attacker is pursuing a passive strategy by only eavesdropping the communication link. In [26] , Maurer showed that any public key based SKA can be computationally secure rather it can not be unconditionally secure. In the same work, the proposed an information theoretic SKA from public discussion constitutes observing a sequence of realizations of correlated random variables over an insecure channel. In this work, we exploit the AoA as a mean for message source authentication as well as the AoD as a common source of randomness between the communicating nodes from which part of the secret key can be extracted. Moreover, the contextual meaning of those informative physical layer parameters turns the completely insecure channel into a physically conditioned secure channel by introducing the notion of physical hardness. That is an attacker located away from the line connecting the communicating nodes is declared as unauthentic. Thus, a physically secure virtual tunnel between legitimate nodes can be imagined, see Fig. 7 .
In this section, we introduce a novel physical layer assisted SKA protocol that leverages the cooperation between smart signal processing techniques at the physical layer and security at the upper layers. As noted before, communication nodes are able to validate their respective physical location using the information provided from signal processing layer as a side information collected during protocol procedures. In addition, we introduce a novel approach for secret key extraction through common randomness without adding extra communication overhead. Assume a SKA protocol that uses C rounds of message exchange to generate a key K of size ‫|‪K‬|‬ = k bits at both nodes. We use the modulated AoD of the same C messages, {M1, M2, ..M C }, exchanged during the public key based SKA to extract a key K PHY of size m bits. Thus, the overall generated key, κ is of size k + m bits. We first start by introducing some basic definitions [26] . Definition 1: SKA protocol consists of C messages is said to be secure against an active eavesdropper whenever it satisfies:
together with that the probability of declaring an active adversary, E, as unauthentic is ≥ 1 ˗ δ at A or B, ϵ, δ > 0. Before going into details of the proposed SKA protocol, we start by highlighting the protocol structure which can be broken down into three major processes: 1-Conventional public key based SKA. 2-AoA authorization of the received messages.
3-Extraction secret key bits from the AoD which is being modulated by the transmitter.
In the conventional public key SKA, node A generate a pair of keys (Puba, Priva). To start a secure communication session, A sends a request message to B asking for its public key accompanied by A's public key. In contrast to the conventional public key based SKA, the physical layer at B check the consistence of the received message direction before reply. If the message was originated by A, the received message should have arrived through the virtual secure tunnel, otherwise the message is ignored. This physical validation turns the insecure channel into a physically conditioned secure channel as noted before. If the message accepted by B, it replies with a response message including its public key, Pubb. The same physical validation is made at A which generates the traffic encryption key K and sends it back encrypted with B's public key. The key is accepted at B again after the physical validation. Protocol procedures are shown in Fig. 5 .
In this section, we introduce a novel approach for extracting secret key bits from a sequence of physical layer observations as a common source of randomness between legitimate communication nodes while keeping the attacker ignorant of the generated key bit stream. Assuming that the angle of the randomly chosen orientation vector and the target AoD are chosen from a uniform distribution ⁓ (−π /2, π/2), then
B-Confidential Message Exchange in a Static Environment
In a static communication environment, like fixed wireless sensor networks, legitimate communication nodes are distributed over a certain geographic area, each in a certain geographic location. Thus, we assume that nodes A and B have the location information about each others. Based on this knowledge, each node computes the expected AoA of the transmission of the other node. To establish a secure communication link, nodes A and B follow the physical layer assisted secret key agreement procedures as pointed out in Section VI-A. At the end of these procedures, the m bits of the key extracted from the physical layer together with the k bits of the shared session key K are used to generate an updated session key, K' = g (K, K PHY ), where g is an arbitrary function. We point out that, the use of the m bits collected from the physical layer is not exclusively dedicated to the generation of an updated session key of same or larger key size. Rather, these m bits can be used to provide a more efficient message confidentiality algorithms by an appropriate use in the encryption function itself. We redefine both encryption and decryption functions, as follows:
At the message destination, a physical validation for the actual AoA of the message is made. The receiver forms an estimate, , according to Eq. 13. Then, it retrieves the original message as follows:
where T( ) takes values over {0, 1} according to the result of the Wald test given in Eq. 30. The encryption and decryption functions defined in this model are based on K, K PHY , θa, θl, a and b, which in turn provide the encryption/decryption function awareness of the legitimacy of the received signal direction. The offered physical layer awareness does not only provide an updated session key, K', but also enable the application layer with the ability to accept or reject a message based on both physical (θa, θl, a and b) and logical (K, K PHY ) arguments as opposed to only logical arguments. In a scenario where a fixed communication infrastructure requires a higher level of security, instead of using GPS location information [33, 34] which is susceptible to GPS spoofing attacks [35] , the use of AoA estimation can physically insure that only nodes at predefined locations shall be declared as an authentic.
C-Confidential Message Exchange in a Mobile Enviroment
In previous section, legitimate communication nodes, A and B, were assumed static in a given geographic location. This assumption made the pre-sharing of node location information possible. In this section we consider the effect of mobility on the proposed joint security scheme. The core of the proposed scheme is to incorporate the physical location as one of the major security primitives. Therefore, mobility will offer a great challenge as nodes location keep changing over time. Thus, we drop the assumption of the pre-shared location information and the scheme will require communication nodes to share their locations at the beginning of each communication session as well as whenever a communication node moves to another location. While communication nodes movement may be continuous over time, it can be efficiently described by an equivalent discrete time movement model for two reasons: 1-To accommodate the possible estimation error, communication nodes resides within degrees from the expected AoA is considered in the same geographic location. 2-The time scale of the physical movement of a given communication node is much slower than the message exchange rate.
Therefore, without loss of generality, the communication field can be partitioned into sectors within which communication node is considered fixed. Since an AoA estimate associated with any given transmission scans 360 0 the whole communication field can be partitioned into n s = 360/α sectors, see Fig. 6 . This work benefits from the communication nodes mobility as the session key is updated whenever a node crosses from one sector to another. However, this added security comes in the expense of message overhead consumed in the key exchange process.
VII-SECURITY ANALYSIS
In the previous section we introduced the joint physicalapplication layer security scheme starting from the SK agreement up to the implications of mobility conditions. It is not yet quantitatively clear how the joint work positively affect the overall security performance. The role of this section is to shed the light on the positive effect of such joint work using different security metrics.
Eq. 35

Eq. 36
We start our analysis by considering the impact of the AoA physical validation on the impersonation probability. We point out that, message decryption and AoA physical validation are done independently. Thus, the overall impersonation probability is defined as the product of the probability of the two independent events. First, the attacker has to brute force all possible values of K' which is of size k + 2m bits. Second, the attacker is either located within α degrees from the line connecting A and B or the error at the receiver is large enough to realize the attacker transmission direction as authentic. The first event reflects the computational complexity of an encryption function with key size k + 2m bits. Meanwhile, the second event depends on both the attacker geographic location and the target receiver operating characteristics as given in Eq.31. In Figure (7) , we introduce the concept of area security where a successful MitM attack requires the attacker to be physically located in the physically vulnerable area shown in figure. Assuming the attacker location to be uniformly distributed over the communication field, the probability that the attacker is located in the physically vulnerable area is given by the ratio between this area and the area of the overall communication field. This can be formulated as follows:
where with and A t denotes the vulnerable area and total area, respectively. The term given in Eq. 37 quantifies the major advantage offered by the joint physical-application security scheme. It reflects the amount of security amplification earned from the potential cooperation between the physical and application layers. It is clear from Eq. (36) the resiliency against the MitM (which by definition incorporates different types of attacks) is not just weighted by its computational hardness, rather, the contextual meaning of the 2m added bits introduces the notion of physical hardness against such type of attacks.
VIII-CONCLUSION
This paper introduced security architecture that alleviate the cooperation between physical and application layers provides several advantages and unique features that are not available in each paradigm by itself. The problem of exchanging confidential messages between nodes in the presence of an active adversary over an insecure MIMO channel is considered. We introduced the double layer spatial signature modulation (SSM) in which the transmitted information is conveyed into the spatial signature of the transmitting antenna array observed by the intended receiver. Meanwhile, any other eavesdropper does not share the same bearing angle of the legitimate receiver is shown to obtain infinitesimally small amount of information. We also introduced a novel physical layer assisted secret key agreement (SKA) protocol that leverage the cooperation between physical and application layer security. Angle of Arrival and Angle of departure are physical layer parameters that can be exploited not only for their well performance at low SNR, but also for their contextual meaning that provides security advantages. In the proposed SKA protocol, AoA is explored as a physical mean for message source authentication, meanwhile, AoD is used as a common source of randomness in a smart signal processing approach to generate secret key bits without any extra communication overhead. We showed that the eavesdropper can be kept ignorant about the generated key bit stream conditioned on its physical location.
This work introduced the notion of physical hardness to an adversary pursuing either active or passive strategy. We showed that the continuous use AoA as a mean for message source authenticity provides a considerable advantage against active adversary during the message exchange phase. Extending the proposed scheme to a mobile communication environment is also provided. Finally, quantitative analysis for the security gain due the potential cooperation between physical and application layer security is developed.
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